


Mobile Armor Validation and Industry Certifications

Mobile Armor strives to provide its customers with solutions that meet the highest standards 

in the industry.  The superiority of the Mobile Armor solution is validated through the achieve-

ment of the most stringent certification guidelines in the industry: 

Management Server Features and Benefits

�‡ Highly scalable and easy to deploy - Enables large-scale deployments and live, 

  operational rapid deployment capability; Lowers total cost of ownership. 

���‡ Centralized administration and key management - Administrators manage all users

  and devices through a single management interface using Microsoft Management

  Console. 

���‡ Extensive auditing and reporting - Provides audit trail, compliance, and system metric

   reports to management that help define and facilitate regulatory requirements. 

���‡��Simplified password management - Single sign-on (SSO) when using Windows

  domain authentication. Offers several password reset choices for users to change

   password securely without administrator intervention. 

���‡ Enhanced security - Offers advanced authentication that prevents unauthorized data

  access; security measures that detect and protect stolen devices. 

���‡ Service Oriented Architecture (SOAP/XML) - Features active directory integration,

  administrator hierarchy and no schema change. 

Common Criteria EAL4+  (in process) 

Federal Information Processing Standard (FIPS) 140-2 Level 1 & Level 2

DARTT Validation: The US government’s Data at Rest Tiger Team (“DARTT”) 

selected Mobile Armor from over 800 vendors to be one of nine encryption providers 

to the U.S. government.  

FILEARMOR Specifications
        

Operating Systems:
�� �‡���:�L�Q�G�R�Z�V® 7
�� �‡���:�L�Q�G�R�Z�V���9�L�V�W�D™
�� �‡���:�L�Q�G�R�Z�V® XP
�� �‡���:�L�Q�G�R�Z�V���[�������	���[�������E�L�W
    

System Requirements:

�� �‡���0�L�F�U�R�V�R�I�W® .NET Framework 2.0
   SP1 or higher installed
      
Added Notes:

FILEARMOR is just one fortified product in 
the Mobile Armor Data Protection Suite 

The Mobile Armor Data Protection Suite™ is 
policy driven and fully integrated so that your 
organization is protected against endpoint 
data loss, misuse, or theft enterprise wide.

DATAARMOR™ - Software based Full Disk 
Encryption for Laptops, Desktops, Tablet 
PCs and Smartphone’s

FILEARMOR™: Software based File, Folder 
& Removable Media Encryption  

KEYARMOR™: Fully Encrypted & Hardened 
USB Flash Drive with embedded 
Anti-Malware/Anti-Virus protection 

DRIVEARMOR™: Self-encrypting trusted 
hard drive featuring embedded full disk 
encryption with centralized management 

POLICYSERVER™: Central Management 
Server and Console that spans across the 
entire Mobile Armor Data Protection Suite™ 
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Mobile Armor™ provides the most comprehensive Data Protection Solution to ensure that sensitive and confidential data is secure and protected at all 
times. Entirely built in the USA, Mobile Armor’s Data Protection Suite™ protects sensitive data on PCs, laptops, notebooks, internal hard drives, external 
hard drives, smartphones, USBs, CD/DVDs and other forms of removable storage devices.  The solution is easy to use, install, and maintain and provides 
extensive auditing, alerting, and compliance reporting. Mobile Armor’s solutions are deployed by multinational enterprises, government agencies and small 
to mid-size companies worldwide.  

Your Data. Secure. Anywhere. Anytime.™

“FileArmor”, “KeyArmor,” “DataArmor”, “DriveArmor”, “PolicyServer”, “ColorCode”, “Data Protection Suite,” “Your Data. Secure. Anywhere. Anytime.” and the Mobile Armor logo 
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