
Your Data. Secure. Anywhere. Anytime. 

Mobile Armor ® KeyArmorÊ  
provides comprehensive USB  
data security that is physically 
hardened, fully encrypted,  
securely authenticated, and  
centrally managed and  
audited.  

Benefits  

 
Real-time transparent security policy 

enforcement of over 150 policies from 
the PolicyServer management console 

Assurance that all enterprise-approved 
applications are loaded and kept current 
on a device 

Over-the-air security policy  
enforcement including device wipe to 
mitigate risk for lost or stolen devices 

Full visibility into which devices are 
connected to the network 

Assurance that device conforms with 

regulatory requirements in real time with 
no user intervention or performance 
impact to the device 

Management reports on the state of 

security policy enforcement and  
potential security threats available 
through powerful and flexible logging 

 
For the Managed Service Provider  

Security and vulnerability management, 
threat management, secure content 
management, and identity and access 
management as part of a complete end-
to-end mobile data security solution for 
enterprise customers 

Flexibility to offer enterprise customers 

administrative management at your site 

 
For the Enterprise  

No need for user training 

Flexibility to install and manage  
PolicyServer management console at 
your site or at the MSPôs site 

UP ARMOR YOUR WORKFORCE. 
 

Mobile Armor ® KeyArmor Ê Protection  

Removable media presents a difficult challenge to the enterprise. The challenge is to strike a 
balance between the need of the mobile workforce for mobility and data portability with the 
enterpriseôs need to protect vital data. Mobile Armor KeyArmor combines the ruggedized 
properties of IronKeyôs USB devices for fast encrypted storage with Mobile Armorôs strong 
enterprise management and authentication capabilities. This combined solution meets the  
productivity needs of USB storage without compromising enterprise security. 

Enterprise Class Management  

KeyArmor utilizes the central 
management of the PolicyServer to 
provide detailed control of datað
wherever it travels. User and 
administrator accounts can be used 
to access protected data and each 
user access is separately tracked 
and authenticated.  If a KeyArmor 
USB device is lost or stolen, access 
can be deactivated, rendering the 
data useless. 
 

Secure Authentication  

Mobile Armorôs rich set of 
authentication options are available 
on KeyArmor, including RSA  
SecurID® , fixed passwords or 
passphrases with enterprise- 
managed rules for complexity, and 
ColorCodeÊðMobile Armorôs 
patented graphical authentication 
interface. 
 

Physically Hardened  

KeyArmor is an investment that will 
last for years. Its rugged metal  
casing protects it from physical  
damage, and the internal  
components are sealed to protect 
against tampering. KeyArmor has 
passed and exceeded military  
waterproof testing requirements. 

Hardware Management &  

Defenses  

When KeyArmor is plugged into a 
computer, the user must  
authenticate before encryption keys 
are enabled and data and  
applications are accessible. Unlike 
software-based encryption, the  
IronKey Cryptochip does not export 
AES encryption keys to the host 
system, thereby protecting against 
cold-boot and malware attacks. 
Mobile Armor KeyArmor protects 
against brute-force authentication 
attacks by using non-volatile access-
failure counters stored on the  
Cryptochip itself, allowing for the 
ability to not only lock an attacked 
KeyArmor, but to actually wipe the 
storage. 
 

Easy to Deploy and Maintain  

KeyArmor does not require the 
installation of any software drivers 
and even works on Microsoft® 
Windows® without administrator 
privileges. KeyArmorôs drag-and-
drop encryption and ñplug and playò 
simplicity helps minimize the total 
cost of ownership. The device  
security software cannot be  
tampered with, removed or 
bypassed. Each Mobile Armor  
KeyArmor has a unique, easy-to-
read serial number, making it simple 
to track and inventory. 
 

® 



Your Data. Secure. Anywhere. Anytime. 

Specifications:  

 

Capacity  

 
1GB, 2GB, 4GB or 8GB 
 

Speed  

 
Up to 30 MB per second Read 
 
Up to 20 MB per second Write 
 

Dimensions  

 
75mm X 19mm X 9mm 
 

Weight  

 
25g (0.9 oz) 
 

Waterproof  

 
MIL-STD-810F 
 

Temperature  

 
Operating:  0°C to 70°C 
 
Storage: -40°C to 85°C 
 

Operating Shock  

 
16G rms 
 

Encryption Data:  

 
AES Cipher Block Chaining Mode 
 

FIPS Validations:  

 
140-2 Module: 938 
Algorithm: 655, 380, 691, 689 
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Complementary Products  

 

Mobile Armor® Data ProtectionÊ 

DataArmorÊ 

FileArmorÊ 

Mobile Armor® System ProtectionÊ 

MobileFirewallÊ 

RemoteNetworkÊ 
 

Authentication and Interoperability  

 

RSA® Authentication Manager 

RSA SecurID® 

KeyArmor Specifications  

 

Host Systems  

Microsoft: 

Windows VistaÊ SP1  

Windows® XP Professional SP2  

Windows® XP Tablet PC Edition 
 

Central Policy Management  

KeyArmor utilizes the central management functionality of the  
PolicyServer to provide detailed control of your dataðwherever 
it goes. 
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