


Rugged Casing
USB Hardware provided by SanDisk

Metal Casing
USB Hardware provided by IronKey
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The Mobile Armor Data Encryption Suite is the most comprehensive data security solution to protect sensitive and confidential data at all times. Entirely built 
in the USA, the Mobile Armor Data Encryption Suite protects data on PCs, laptops, notebooks, internal hard drives, external hard drives, smartphones, USB 
drives, and CD/DVDs.  The Mobile Armor Suite has been awarded numerous government certifications and validations including FIPS 140-2 (Level 1,2,and 3) 
and Common Criteria EAL4+.   Delivered and deployed through a Cloud/SaaS model or On-Premise model, the Mobile Armor Data Encryption Suite provides 
extensive regulatory compliance auditing and reporting to multinational enterprises, government agencies and small to mid-size companies worldwide.  

Your Data. Secure. Anywhere. Anytime.™
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M O B I L E A R M O R
®

Management (PolicyServer) Features and Benefits

�‡ Highly scalable and easy to deploy – Cloud-Based or On-Premise deployment model
  enables fast large-scale deployments; lowering the total cost of ownership.         

�‡ Centralized and remote administration - Manages thousands of USB drives with the
  ability to remotely reset passwords and device wipe; providing greater and efficient levels 
  of protection.            

�‡ Extensive logging, alerting, auditing and reporting - Provides visibility into encryption
  status, policy updates, deployment activity, and other compliance details that help facilitate
  regulatory requirements. Reports are run on-demand or on a schedule, with results 
  automatically emailed to stakeholders.          

�‡ Simplified password management  - Single sign-on (SSO) when using Windows domain
  authentication. Provides several password reset options for users to change password
  securely without administrator intervention.           

�‡ Enhanced security - Offers advanced authentication that prevents unauthorized data
  access with security measures that detect and protect stolen devices.

Capacity 
2GB, 4GB and 8GB    

Encryption 
256-Bit AES (ECB mode)   

FIPS 140-2 Certified
Level 1 and Level 2    

Speed 
24/20 MB per second Read/Write    

Temperature 
Operating: 0°C to 60°C 
Storage: -40°C to 70°C    

Water Resistant    
Remote destroy data   

Malware Virus Protection

One-Year Limited Warranty
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System Requirements:
.Net 2.0 SP1 or Higher

The Mobile Armor Data Encryption Suite™ 

is a fully integrated centrally managed data 

encryption solution that is policy driven to 

ensure sensitive data is protected against 

data loss, misuse, or theft.
        
DATAARMOR™: Software-Based Full Disk

Encryption for Laptops, Desktops,

Toughbooks, Tablet PCs and Smartphones
        
FILEARMOR™: Software-Based File,

Folder, Removable Media Encryption &

Port / Device Control
        
KEYARMOR™: Fully Encrypted & Hardened

USB Flash Drive with Embedded Anti-Virus 

Protection
        
DRIVEARMOR™: Self-Encrypting Hard Drive 

Featuring Centralized Management

and Authentication
        
POLICYSERVER™: Mobile Armor Data

Encryption Suite Central Management

Server and Console

Capacity 
4GB, 8GB, 16 GB, and 32 GB     

Encryption 
256-Bit AES (CBC mode)    

FIPS 140-2 Certified
Level 3    
Speed 

27/24MB per second Read/Write    
Temperature 

Operating: 0°C to 70°C 
Storage: -40°C to 85°C    

Waterproof    
Remote destroy data    

Malware Virus Protection

Tamper Resistant 


