Your Data. Secure. Anywhere. Anytime.

MOBILE (F—F ARM O R®

The Mobile Armor® System
Protection™ platform

provides easy deployment,
management and auditing
of network and defense for

Mobile Armor® System Protection™

Travelers. Telecommuters. Personal Digital Assistants. Smartphones. Mobility
is a reality in the 21st Century workforce, and its effect on data security cannot
be overstated. The most precious assets of an organization are increasingly
found outside the traditional network security perimeter, vulnerable to attacks
normally stopped by that barrier. Responsible organizations realize that
devices must carry their own security protection.

Mobile Armor’s comprehensive solution enables secure mobility by providing
a platform to easily deploy, manage and audit the security of mobile devices,
and by extension, the organization’s network. This solution delivers not only
end-point security, but also a single console for the management of the
security — regardless of device type.

Mobile Armor® PolicyServer™ provides a single point of administration and
reporting for security policies across an organization. This single point of
administration also enables user management as well as audit reporting;
allowing an organization to control access to any device while also monitoring
the status of the device. Whether securing a single device, several thousand
devices, or even multiple organizations, PolicyServer harnesses the power of
the connected world to provision and manage the security of mobile
workforces.

Mobile Armor® MobileFirewall™ provides proven intrusion protection to
prevent malicious public network access to valuable information on Microsoft®
Windows Mobile® devices by blocking intruders and identity thieves.
Subversive activity is blocked at the device, protecting any connected
network.

mobile devices.

Benefits

Centralized Administration

and Reporting

* Consistent application of security
policy on mobile devices

* Over-the-air delivery of device
protection

* Single console to audit and review
reports for all secured devices

Protection

» Complete network protection

* Threat blocking and reporting of
suspicious activity

* Secure remote access to the
organization’s networks

* Security policy enforcement
over-the-air

* Remote data wipe from PolicyServer

* Transparent to end user; works in the
background

* FIPS 140-2 validated cryptography

Easy to Deploy

* Easy rollout without end-user
involvement

* Over-the-air automatic installs and
updates to mobile devices

* No end-user training required

Key Features

* Central administration console

+ Single audit console for all
platforms

+ Consistent, cross-platform security
with common interface

+ Over 150 security policies can be
enforced

* Best-of-breed VPN and firewall
clients

* Transparent user security

+ Low total cost of ownership




